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Cybersecurity: 
The Facts
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3.5 Million
Unfilled cybersecurity jobs worldwide 
will reach 3.5 million by 2021.

300,000 
Cybersecurity jobs in the U.S. are 
currently unfilled.

6 Trillion 
Dollars expected to be spent globally 
on cybersecurity by 2021.

Sources: 
https://www.cybintsolutions.com/cyber-security-facts-stats/
https://thehill.com/opinion/cybersecurity/365802-cyber-jobs-are-available-but-americans-dont-realize-they-are-qualified

https://www.cybintsolutions.com/cyber-security-facts-stats/
https://thehill.com/opinion/cybersecurity/365802-cyber-jobs-are-available-but-americans-dont-realize-they-are-qualified


There is a hacker attack every 39 seconds.

Source: www.thesslstore.com/blog/80 -eye-opening-cyber-security-statistics -for-2019/



21% of business 
analysis professionals 
report being involved in 
their organizations’ 
cybersecurity practice. 

- 2019 Salary Survey Report



67%
Cybersecurity breaches have increased by 67% over the past five years.

Source: https://www.cybintsolutions.com/cyber-security-facts-stats/019



The average cost of a data breach in 2020 will exceed 
$150 million.

Source: https://www.cybintsolutions.com/cyber -security-facts-stats/019 Salary Survey Report



Q&A
Panelist 
Discussion



How are 
increasing 
cyber threats 
driving the 
need for a 
diverse 
cybersecurity 
workforce?
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Source: The Role of a BA in Cybersecurity, T. Baresh



With the changing 
landscape of 
technology 
increasing 
information risks 
exponentially and 
increasing our 
vulnerability to 
cyberattacks, what 
is the role of the 
business analyst in 
cybersecurity?
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Source: The Role of a BA in Cybersecurity, T. Baresh



Who is responsible 
for cybersecurity 
and what can BAs 
do about it? 

Can you share 
what your 
experiences have 
been working as a 
BA alongside 
cybersecurity 
experts and 
analysts?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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Source: Cybersecurity: It’s Your Responsibility, BINDU CHANNAVEERAPPA



How can BAs apply 
their skills and 
techniques 
described in the 
Business Analysis 
Body of Knowledge
(the BABOK® 
Guide) to facilitate 
planned change 
that exceeds 
stakeholder, 
compliance and 
regulatory 
requirements?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material

11Source: The Role of a BA in Cybersecurity, T. Baresh



What roles do governance, risk and compliance-
based approaches play in cybersecurity 

planning?
oke philosophical thoughts from the reader.
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Question:



How do you 
apply business 
analysis methods 
and practices to 
cybersecurity 
and enterprise 
information 
security to help 
keep businesses 
secure?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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Source: Cybersecurity: It’s Your Responsibility, BINDU CHANNAVEERAPPA



What is the role of the BA in helping 
cybersecurity teams prevent data loss?

Do businesses know what they are preparing 
for?
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Question:



The National 
Association of 
Corporate 
Directors identified 
the top 10 risks to 
board governance 
and number 5 was 
cyber risk. 

What can 
businesses do 
about this and how 
can BAs help?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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Source: https://blog.nacdonline.org/posts/top-risks-for-2019



What are the 5 
things BAs can 
do today to 
prevent cyber 
attacks?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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Source: The Role of a BA in Cybersecurity, T. Baresh



How can we apply 
the skills and 
techniques described 
in a Guide to the 
Business Analysis 
Body of Knowledge 
(the BABOK® Guide) 
to facilitate planned 
change that exceeds 
stakeholder, 
compliance and 
regulatory 
requirements?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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Source: The Role of a BA in Cybersecurity, T. Baresh



Can you share an example of the type of 
technologies and tools an organization may 

have and what are the potential gaps?
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Question:



How can Business Analysis help businesses 
build their framework through scenarios and 

use cases to create user stories for 
cybersecurity?
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Question:



IIBA and IEEE Computer Society teamed up to create 
the learning modules and the resource materials for 

Cybersecurity Analysis.

Can you tell us how the learning modules work with 
the IIBA IP? What do the modules cover?
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Question:



How can BAs 
and cyber 
teams work 
hand in hand 
using agile?

fully explain your idea before booking a meeting with someone

As a reference and follow-up material
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How can you apply business analysis knowledge 
in cybersecurity?
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Question:



International Institute of Business Analysis™ (IIBA®) is a professional 
association dedicated to supporting lifetime learning opportunities for 
business and professional success. Through a global network, IIBA 
connects with over 29,000 Members and more than 300 Corporate 

Members and 120 Chapters. 

As the recognized voice of the business analysis community, IIBA 
supports the recognition of the profession and discipline and works to 

maintain the global standard for the practice and certifications.
For more information visit www.iiba.org/cybersecurity

philosophical thoughts from the reader.
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About International Institute of Business Analysis™ 
(IIBA®) 

https://www.iiba.org/cybersecurity


The IEEE Computer Society is the premier source for information, 
inspiration, and collaboration in computer science and engineering. 

Connecting members worldwide, the Computer Society empowers the 
people who advance technology by delivering tools for individuals at all 

stages of their professional careers. 

Our trusted resources include international conferences, peer-reviewed 
publications, a robust digital library, globally recognized standards, and 

continuous learning opportunities.

Learn more about the Computer Society at computer.org. .
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About The IEEE Computer Society 

http://www.computer.org/


A picture is worth a 
thousand words

A complex idea can be 
conveyed with just a 
single still image, 
namely making it 
possible to absorb large 
amounts of data quickly.
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Cybersecurity 
Analysis
The learning materials are 
now available for purchase.

The Certificate in 
Cybersecurity Analysis will be 
launching in early 2020.

Visit us online today for 
free access to:
• Sample learning materials
• Infographic
• Brochure
• and more!

iiba.org/cybersecurity

http://www.iiba.org/cybersecurity


Thank you!
iiba.org/cybersecurity
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